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4 Things To Do Now To Prevent Your Cyber 
Insurance Claim From Being Denied
“Thank goodness” is probably 
what Illinois- based manufacturing 
company ICS thought about having a 
cyber insurance policy with Travelers 
Insurance after a data breach in 
2022. But after claims investigators 
pulled out their microscopes, 
they found that ICS failed to use 
multifactor authentication (MFA) 
across all digital assets, which they 
had agreed to do in their policy. 
Travelers sued ICS and won. The 
policy was rescinded, and so were 
ICS’s feelings of gratitude, which 
likely evolved into worried whispers 
of “Oh, crap.” 
Smart businesses like yours are 
adding cyber insurance to their 
policies because they know good 
security hygiene is just as much a 
competitive advantage as it is a way 
to reduce business risk. But with 
cyber insurance premiums steadily 
increasing – they rose 62% last year 
alone – you want to make sure your 
claim is paid when you need it most. 
Why Claims Get Denied 
“Most claims that get denied are 
self-inflicted wounds,” says Rusty 
Goodwin, the Organizational 

Efficiency Consultant at Mid- State 
Group, an independent insurance 
agency in Virginia. 
Though we like to paint insurance 
companies as malicious money-
grubbers hovering oversize “DENIED” 
stamps over claims, denials are 
usually the result of an accidental 
but fatal misrepresentation or 
omission by businesses or simply 
not letting an insurer know about 
changes in their security practices. 
However, there are simple steps you 
can take to prevent a claim-denial 
doomsday. 
4 Ways To Make Sure Your Claim 
Doesn’t Get Denied 
1. Find a broker to help you understand 
your policy.

There’s no doubt that insurance 
policies are tedious, filled with legal 
lingo that makes even the Aflac 
Duck sweat. Nevertheless, there are 
several parts to an insurance contract 
you must understand, including the 
deck pages (the first pages that 
talk about your deductible, total 
costs and the limits of liability), the 
insuring agreements (a list of all the 
promises the insurance company 
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Who Wants To Win 
A $25 Gift Card?
There was no winner of last month’s Trivia Challenge.. 
The answer was A) Minecraft.
You can be the Grand Prize Winner of this month’s 
Trivia Challenge Quiz! Just send in the correct 
answer to this month’s trivia question to be entered 
into the drawing for a $25 gift card to Amazon. 
Ready? Email us right now with your answer! 
What is the origin of the word “spam” in the 
context of email spam?
A) A Monty Python skit from the 70s
B) Poor developers sick of eating the same meal
C) It’s an acronym for “spontaneously persistent 
advertising message”
D) SPAM meat was the first product to be 
“spammed” via email
Email us right now with your answer!  
Trivia@kamind.com

KAMIND will be donating to the 
annual Lake Oswego Meals on 
Wheels food drive this month. 
We do this every year as we help 
to build a stronger community.

We’re excited to announce that 
Matt has recently achieved 
his CCP (Certified CMMC 
Professional) certification. 
This prestigious qualification 
authorizes him to oversee 
the evaluation, examination, 
validation, and assessment of 
organizations aspiring to achieve 
CMMC compliance.

Meet the newest member of our 
team, Dave Kavanaugh, who will 
fill the role of Strategic Sales 
Manager. He joins us with lots 
of experience in SaaS sales and 
customer success management.

Another team member, Chris, 
passed his Microsoft certification 
in Azure AI.
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Get Out Of Your Own Way
By Mark Goulston And Philip Goldberg
As a business leader, you 
confront external obstacles 
daily. You likely have no 
problem devising solutions 
to these problems, but it 
becomes a different story 
when the challenges come 
from within. Most business 
owners’ #1 enemy is 
themselves. They second-
guess their actions, grow 
envious of others’ successes 
and bottleneck important 
tasks while trying to devise the perfect solution. By 
reading Get Out Of Your Own Way by Mark Goulston 
and Philip Goldberg, you’ll learn how to overcome 
your self-defeating behaviors. We all have self-
destructive habits that prevent us from reaching our 
goals, even if we haven’t identified them. This book 
offers examples and advice to identify and overcome 
any internal behaviors that are setting you and your 
business back.



is making to you) and the conditions (what you are 
promising to do). 
“If your broker can help you understand them and you 
can govern yourself according to the conditions of that 
contract, you will never have a problem having a claim 
paid,” says Goodwin. 
Some brokers don’t specialize in cyber insurance 
but will take your money anyway. Be wary of those, 
Goodwin warns. “If an agent doesn’t want to talk about 
cyber liability, then they either don’t know anything 
about it or they don’t care because they won’t make a 
lot of money off it.” If that’s the case, he says, “take all 
your business elsewhere.” 
2. Understand the conditions. 

Insurance companies are happy to write a check 
if you’re breached if and only if you make certain 
promises. These promises are called the conditions 
of the contract. Today, insurance companies expect 
you to promise things like using MFA and password 
managers, making regular data backups and hosting 
phishing simulation and cyber security awareness 
training with your employees. 
Understanding the conditions is critical, but this is 
where most companies go wrong and wind up with 
a denied claim. 
3. Make good on the promises. 

If you’ve ever filled out a homeowners’ insurance 
application, you know you’ll get a nifty discount on 
your premium if you have a security alarm. If you don’t 
have one, you might tick “Yes,” with good intentions 
to call ADT or Telus to schedule an installation. You 
enjoy your cheaper premium but are busy and forget 
to install the alarm (nobody comes around to check 
anyway). 
Then, your home gets broken into. “Guess whose 
insurance claim is not going to be paid?” Goodwin 
says. “The power is in our hands to ensure our claim 
gets paid. There’s really nothing to be afraid of as long 
as you understand the promises that you’re making.” 
This happens all the time in cyber insurance. Businesses 
promise to use MFA or host training but don’t enforce 
it. As in the case of ICS, this is how claims get denied. 
4. Don’t assume that the right hand knows what the left hand 
is doing.

Goodwin sees companies make one big mistake with 
their insurance policies: making assumptions. “I see 
CFOs, CEOs or business owners assume their MSP is 
keeping all these promises they’ve just made, even 
though they never told their MSP about the policy,” he 
says. MSPs are good at what they do, “but they aren’t 
mind readers,” Goodwin points out. 
Regularly review your policy and have an open and 

ChatGPT has been a hot topic in our office lately. As 
an author, I immediately scoffed at it. Since ChatGPT 
lacks emotion, it’s pretty unsatisfying. Technology 
constantly evolves, and we must grow with it. The 
question is this: How do you incorporate automation 
and AI into your business while maintaining integral 
human communication?
Automating your business and utilizing AI while 
maintaining your integrity and humanity can be 
achieved through a combination of strategies. Here 
are five ways to accomplish it.
Identify Areas For Automation.
Analyze your business processes and identify tasks 
that your team can automate without sacrificing the 
human touch. Look for repetitive, time-consuming 
activities you can streamline using technology.
Create System Recordings
And Documents. AI can’t do it all! You still need humans 
to help run your business. But what if someone is out, 
has an emergency or just wants to take a sabbatical? 
Here’s what we do in my business: For every process, 
our team creates a Loom recording and a Tango 
document to illustrate and train other team members. 
This means when anyone takes a four-week vacation, 
nothing falls to the wayside, and there are limited 
disruptions in productivity (read, profitability!).
Implement AI-Powered Solutions.
Leverage AI technology to automate special aspects 
of your business. For example, you can use chatbots 
or virtual assistants to handle customer inquiries, 
enabling human resources to respond to more 
complex interactions. AI can also assist in data analysis, 
forecasting and decision-making processes, allowing 
you to make informed business decisions effectively.
Personalize Customer Interactions.
While automation is helpful, it’s essential to maintain 
a personalized customer experience. Tailor your 
automated systems to gather relevant customer 
information and deliver customized recommendations 
or responses. This can include using AI algorithms to 
analyze customer behavior and preferences to provide 
intel on marketing campaigns.
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Mike Michalowicz has always believed he 
had the formula to success and has proven 
it on multiple occasions. He is the creator of 
the Profit First method, which hundreds of 
thousands of companies across the globe use 
to drive profit. He is the author of multiple 
books, including Get Different and The Toilet Paper Entrepreneur. 
Mike is a former small-business columnist for the Wall Street 
Journal and currently leads two new multimillion-dollar ventures 
as he puts his latest research to the test.

Empower Employees. 
Rather than replacing humans, AI can augment their 
capabilities and enable them to focus on meaningful 
tasks. Provide training for your employees so they can 
work alongside AI technology effectively. This might 
involve developing skills in areas where humans excel, 
such as creativity, problem-solving and emotional 
intelligence. Encourage collaboration between 
humans and AI systems to achieve optimal results.
Remember, when it comes to automation and using 
AI, it’s crucial to balance automation and humanity! By 
leveraging AI and personalization, your business will 
be able to scale and still connect with customers and 
clients on a human level.

The Data Breach Epidemic
How Cyber Criminals Are Exploiting Human Weakness

Every year, thousands of businesses fall victim to 
data breaches. In 2022, over 1,800 data compromises 
affected more than 422 million people, according to 
the Identity Theft Resource Center’s 2022 Data Breach 
Report. As cybercriminals continue to refine their 
tactics, it’s clear that cyber-attacks and data breaches 
will not stop anytime soon. That’s why it’s so crucial for 
businesses to develop strong cyber security strategies. 
If you want to bolster your cyber security efforts, a 
great place to start is with your employees. Research 
from
Stanford University suggests that human error is 
responsible for 88% of all data breaches. Here are 
the two common reasons why employees put their 
workplaces at risk of cyber-attacks. 
Ignorance: Do you give cyber security training to new 
hires during onboarding? Do you host annual cyber 
security training to give your employees a refresher 
on what they need to know? If not, your employees 
might be completely unaware of what cyber-attacks 
can look like and how to protect the company. 
Stress: If your employees are stressed out, overwhelmed 
and overworked, they may overlook potential cyber 
security concerns. Evaluate your employees’ workloads 
and, if necessary, make adjustments to ensure nobody 
becomes overwhelmed. 

Create The Perfect Balance
Incorporating AI While Maintaining A Human Connection
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transparent line of communication with your IT 
department or MSP so they can help you keep those 
promises. 
“We’re the architect of our own problems,” Goodwin 
says. And the agents of our own salvation, if we’re 
prepared to work with a quality broker and make 
good on our promises. 


