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Microsoft 365 E5 NIST 800-171: 1 Week
Assessment

NIST 800-171 assessments follow a well-mapped out process. We go through a multi-phase
approach using the CMMC service mapping to help your team understand the GAP between
what you have deployed and what is required to meet the NIST 800-171 requirements. This Gap
Assessment does not include remediations nor a plan of action completion date (when the
organization will achieve a 110 score for all controls). This offer is for a NIST 800-171 Gap

Assessment for a single Host Unit, scoped to a single contract, single subnet using the Microsoft
365 E5 license.
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The question is how does your deployment of
the Microsoft 365 E5 meet the requirements
Service Mapping CMMC In-Scope Practices for of the NIST 800-171 Assessment

Enabled Services Methodology? We follow a 5-step
methodology for the assessment

24 1. Identify the Host Unit, scoped environment
and subnet for the assessment

2. Review the Office 365 Implementation
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_ 3. Collect information from the responsible

party

4. Generate a GAP Assessment score

5. Publish an executive summary

B Primary Service 0 10 20 30 40 50 60 70 80

O Secondary Service = Microsoft Coverage
B Available Enablers = Shared Coverage
ONo Available Enablers Customer Responsibility

KAMIND IT Inc. | www.kamind.com | info@kamind.com | 503.726.5933



Build a NIST-800 171 score on your terms

NIST 800-171 is a contractual requirement and as a contract entity, you need to be fully complaint to meet
the terms of your federal contract. Our approach uses the DoD NIST 800-171 assessment Methodology to
determine your GAP as it relates to the deployment of the Microsoft 365 E5 subscription. In our analysis we
review the NIST requirements and use the Microsoft CMMC service mapping as our guide. The NIST 800-
171 is an open conversation with your key representative that understands your environment.

Day 1

Complete the Assessment interviews

We work with you to fully understand your needs for your host unit and your scoped area for the
assessment. This is why we use the Microsoft CMMC placemat. Your Journey to

CMMC accreditation begins with the NIST-800-171 score. You need to understand where you are
to know where you need to go.

Day 3

Review the GAP draft analysis

Once we complete the GAP assessment, we turn over the report to you to review. This will come
down to how receptive to change the organization is in deploying new security methodologies. If
the organization is on board, the assessment moves quickly.

Day 5

Discuss the assessment score with your team

Now that we have completed the assessment, the next step is to review the assessment with your
management team. Typically, this review results in the client deploying a tiger team to create a
Plan of Action and Milestones (POAM) to implement the 110 controls of NIST-800-171 . NIST 800-
171 is a stepping-stone to CMMC implementation. Remember, you need to deploy a CMMC
Maturity Level, complete with the object evidence collection at least 1 year before you seek
accreditation from a C3PAO.

Contact KAMIND IT to complete your NIST 800-171 GAP analysis for SPRS.
https://portal.cmmcab.org/marketplace/kamind-it-rpo/
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